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EXECUTIVE SUMMARY

Thedocumentathand ent i tl ed AThe nAIE @ISy hMeltehvoed o,l Lbsgayg e
constitutesa report of the performed work and the

Framework for Data Protection, | PR and Et hi

and High Level Us a g ef th8 cuerentareporocardo be debdiileed is the p e

following axes:

1 Detailed highlevel usage scenarios are drafted to outline the workflows and
functionalities that the project is expected to support, highlighting the perspective of the
endusers.

1 The first vesion of the AEGIS methodology towards ddtasen innovation in the
domains of Public Safety and Personal Security is defined, describing the user interactions
and workflows to be supported by the AEGIS system.

1 An initial definition of the Minimum ViabldProduct (MVP) to be developed during the
project is provided based on the available usage scenarios and the defined methodology.

1 Theproject s strategy towards et hical and
in detail, taking into consideraticall data privacy requirements and existing regulatory
instruments, concluding with the definition of the AEGIS Ethical, Privacy and Data
Protection Strateqgy

The results of the current deliverable, includingittiegrated project methodology, thealyss

leading to MVP definition, the extracted features and functionalities and the data protection
requirements and strategy will be leveraged as input to the technical tasks of theapibjeitit

offer guidance towards selecting the most appropriate témiee for the AEGIS solution
Updates to the work and results described he
Met hodol ogyo.
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1. INTRODUCTION
1.1. Objectives of the deliverable

This deliverable is related to the activities performed during theitirsttions of Task 1.4 and

1.5, regarding the integrated AEGIS methodology towards-dfatan innovation in Public
Safety and Personal Security (hereinafter P
supported workflows, as well as the legal easibn and assessment of the AEGIS technologies

and the integrated systems. More specifically, the main objectives of the deliverable are to:

1 Provide highlevel usage scenarios AEGIS that showcaskow stakeholders will interact
with AEGIS and with eacbthea through AEGIS, which are their expected outcomes from
using the projectds offerings and which a
achieve their goal

1 A Tr an theé enviwoded usage scenarios into initial insights for the required flow of
information, data value chain functionalities aldcoreoperations to be supported by the
pr oj ect 6and npodehall énwisiomed user interactions with AEGIS in an integrated
methodology that clearly defines the workflows to be suppoifedse inghts will be
leveraged also to provide a first definition of the AEGIS Minimum Viable Product (MVP).

1 Identify, monitor and analyse relevant legal and regulatory legislation relevant to AEGIS
innovations and implementatiomhis work includes the identifation of relevant national,
regional, legislation and regulatory instruments, the extraction of data protection
requirements and the initial definition of the AEGIS Data Policy Framework.

1.2.Insights from other tasks and deliverables

The current deliverables strongly related to D1.1 fADomai
Chain Definitiono, as it builds on top of t
AEGIS concept, outline usage scenarios and identify data requirements in terms of gmvacy
security. More specifically, D1.1 (a) identified and described in detail 11 AEGIS stakeholder
groups and extracted their initial Big Data needs, hence outlining the expected interactions, (b)
provided a large volume of indicative data sources per B&R8holder group that manifest all

4 Vs of Big Data (Volume, Velocity, Variety, Veracity), highlighting the need for common
standards and improved semantics, as well as the importance of handhrdegesdl data and
time-series, (c) sketched the AEGI&td value chain and stakeholders value chains that form the
complete PSPS ecosystem and (d) presented an extensive literature review for Big, Linked Data
tools and methods which offers actionable insights into how certain user needs can be mapped to
and ralised by specific technological artefacts. The outcomes from all these processes evidently
served as input for the work being reported in D1.2.

Further mor e, D6.1 APl an for Di sseminati on, C
D7.1 AProjteotn PXx@ahoi tpa esent a grouping of t
terms of shared higlevel reasons for utilising AEGIS, which was leveraged here in order to
efficiently select representative usage scenarios. D7.1 further provided some more detaile
insights into the expected outcomes and benefits of the project, including an initial list of both

WP1i AEGIS Data Value Chain
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tangible and intangible expected assets (semantic models and linked data schemas, data handling
algorithms, micreservices and services management, esestr analytics and visualisation,
business brokerage) that were used as consulting material in the current work.

Finally, the work presented here is closely
Requirements and Integration Components Anadysis a n d T3. 2 ADemonst
Requirementso and close coll abor at-levelusageas p u

scenarios, the integrated methodology and the AEGIS MVP are aligned with and can act as input
for the pr oj ec tbseguentls fanctiomltaondrtechmisal reqnirements. Towards
this goal, input by the pilots was not limited to their individual cases, but contributed to the
understanding of the wider PSPS ecosystem needs.

1.3. Structure of the deliverable

The deliverable is myanised infour sections. Following the first introductory section, each
subsequent section corresponds to a different objective from the ones described above. More
specifically, section 2 r ovi des a short but descri aridi ve o
presents detailed usage scenarios that clearly show the envisioned stakeholder interactions and
outline the required data value chain processes, as seen fromtheseed 6 s per specti
3 extracts from the envisioned scenarios some-lagel, but more concrete, functionalities to

be considered by AEGIS and further organisesthemdoc i | i t at e the defini
MVP. At the same time the section provides the initial definition of the integrated AEGIS
methodology for datenabled inovation in the PSPS domaiisnally, sectiord describes the

AEGIS ethical, privacy, data protection and IPR strategy.

WP1i AEGIS Data Value Chain
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2. AEGIS CONCEPT AND HIGH -LEVEL USAGE SCENARIO S
2.1.Concept in a nutshell

AEGIS aspires to realise the integratiand combined analysis af plethora of diverse data
sources, crosdomain and croskngual, having different formats and conforming to various
standards, having in common their connection to PSPS, which may correspond to the way they
were produced and/or the way they are to dresumedSuch data sources range from various
sensor data, to company databases and unstructured data from Web 2.0 sources. AEGIS will
support the complete range of data processes that comprise the Big Data Value Chain, which at
a highlevel include data@uisition, analysis, curation, storage and usage and at a lower level
span from semantic annotation to interlinking and visualisaflan.effectively handle the
diversity of the data, AEGIS will providmodels and vocabularies that capture the underlying
semantic connections of the data when seen in a PSPS context.

The identified stakeholders of the project are categorised in eleven discrete groups, namely Smart
Insurance, Smart Home, Smart Automotive, Health, Public Safety/Law Enforcement, Research
Commurties, Road Construction Companies, Public Sector, IT Industry, Smart City and End
Users. At the same timéhe expected usersf the AEGIS offeringscould beclassified into
different categories depending on theiowledge background (e.f@miliarity with technology

and data processipngnd their primary interest in using AEGIS (e.g. data provision, service
consumption, service creation, exploratory data analysis €te)current deliverable provides

a first, highlevel grouping of the users, howevasalissions are ongoing and the final user
categories will be documented in D3.1.

To fulfil the needs of all stakeholders and user rdM&<;IS will develop a central platforand

a set of additional toolto facilitate (a) big data interlinking under a camon PSPS context
through commonly agreed upon semanticsbigpylata discoverability and consumption through
intuitive and configurable services, @@p data and intelligence sharing through clearly defined
interactionsand data privacy and security pgeang mechanismgd) adwanced sensory data
manipulation, (e) easy application of big data analysis and visualisation and, ultimately, (f)
quicker and easier retiut of dataenabled applications related to the PSPS domains

2.2.High-level usage scenarios

This section provideBve high-level usage scenarios AEGIS, which have been providda,
the partners based on the brainstorming activities that were conduated foi ne t he pr
concept

Scenariogvere initially drafted as workflows, i.e. as cleagsences of steghat astakeholder

would follow in order to achieve her godhe stakeholders, their reasons for using AEGIS and

their expected outcomes were selectesed on the insights providedn D1. 1 fi Do m
Landscape Review and Data Value Chainf Den i, t i [0 &@P&ah forfi Dissemination,
Communication and Stakeholder Engagemanh d D7 . 1 fAPr oj e caswekasp!| oi t
initially shared input from the AEGIS pilot partnesfter collecting feedback on the initial

drafts, the outlines of fivecenarios were chosen as representative of all core differentiated
AEGIS users, in terms of user needs to be covered. The concrete, descriptive scenarios presented

WP1i AEGIS Data Value Chain
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here, are the result ektensive discussions and consultations among partners to ensuhe tha
scenarios correspond to real life problems in data analysis related to PSPS.

For each of the scenarios, apart from the actor, the overview and the detailed description, the
partners have provided possible alternative actors and actors interedtedomdome of the
scenario, in order to highlight the inherent need for data sharing and the high potential in data
enabled collaborations among PSPS stakeholders.

2.2.1.Scenario 1: Advanced tirseries analytics in the automotive sector

Actor

Vehicle researchentre

Alternative Actors

Company creating digital car services

Actors interested in the outcome

Municipalities, Traffic Police, Road construction and maintenance companies, D
Insurance Companies

Overview

A research team creates servicesamdf streaming vehicle data to (a) identify uns
driving patterns and correlate them with external conditions and (b) to timely
damages in the road network.

Scenario

Alex works in Auto4All, a research centre focusing on environmentally fiye
vehicles. His team mainly uses vehicle specifications coming from car manufacty
order to evaluate their environmental footprint but, until recently, did not have an)
data to work with. They have now been given access to real time streaatanfyjam
500 taxis, installed by the taxi company that owns them, whose CEO is intere
helping the drivers reduce fuel consumption and improve their driving patterns. F¢
of the taxis, the installed sensor generates an entry ev@® atlliseomnds (dependin
on the sensor) with the following valudsp ID, vehicle sensor data likealculated
engine load, engine coolant temperature, intake manifold, engine speed, vehiclg
intake air temperature, air flow rate, throttle position, baronwepressure, ambient a
temperature, throttle actuatoGPS datdatitude, longitude, altitudeGyroscope sensq
data:gyro_x, gyro_y, gyro_;7ZAcceleration sensor datacc_x, acc_y, acc; andtime
The taxis perform transfers mostly in the city of Viarand each taxi is used by thi
different drivers, in &our shifts, however there is no entry to indicate when the d
change happens.

WP1i AEGIS Data Value Chain
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Alex is looking for ways to explore and extract insights from the newly acquired
however he and his team ateuggling since they do not have the knowledge or
resources to perform the required tisexies analysis. Based on their expertise or
subject, they are certain that these data can reveal interesting driving patterns and
have some initial idas regarding the type of algorithms that could help identify tl
They would also like to be able to visualise them on a map in a way that also refle
time progresso design the most appropriate analysis strategy. At the same time
are certai that these data would be much more valuable if combined with weathe
but are unaware of a way to make such a combination and, in any case, the free
service they know does not provide new values in such short time intervals.

Alex proposes taise AEGIS in order to perform the initial data experimentation
visits AEGIS web platform and explores the functionalities offered through his pe
experimentation space and proceeds to upload, for private usage, a small subs
trip data thacorrespond to 7 days for 50 taxis. Prior to uploading, Alex is prompt|
consider anonymising the data or removing certain columns, using tools provic
AEGIS, in case there are sensitive information he does not wish to upload,
continueswitbo ut performing such a process.
the sensor id has been replaced by random ids that cannot be linked to the speg
Furthermore, these data correspond to registered taxi transfers and do not h
informaion that could help identify the driver or the passengers.

Having uploaded the data, Alex now proceeds to perform a reduction, through &
to use AEGIS service, to keep one entry every 100 milliseconds, since he thinks
this point he does not ad so dense entries. As a start, he wants to visualise all 50
series at once, so he chooses the option to combine multiptediies in one, by simpl
adding one extra column to hold the tiseries id. From the available visualisat
options thatAEGIS provides, Alex chooses the map and is able to easily pictul
safetyrelevant events (braking and acceleration) and notices that hard brakes are
evident. Filtering the results to show one id per time and selecting the time ev
mode e notices slight changes that could correspond to different driving pattern
distinct drivers.

More confident about the value of the data, Alex now decides to combine ther
more information. Navigating to the AEGIS services, he finds two distareices tha
are very relevant to his target:

1. a weather service providing precipitation, clouds, pressure, temperature an
measurements, which can be configured based on the desired granularity in t
location and time intervals

2. a configurable ervice providing annotated car accident data from various sel
sources and regarding various locations

He imports the two services as additional input sources for his visualisation and fi
accident indicators on the map in some cases corredpotige locations with har
braking. At the same time, filtering by weather also visually reveals some patte

WP1i AEGIS Data Value Chain
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order to further improve the visualisation, Alex chooses to apply the Aprig
algorithm, which is provided by AEGIS, on the combined (dgvand weather) time
series and creates a new visualisation, this time to show only the extracted se
patterns.

Alex is now certain that AEGIS can help his team focus on the parts of the data g
that they are mostly interested in, removing thurden of configuring technical
challenging solutions from scratch, so he decides to proceed to leverage
capabilities for the heavier data processing tasks and computations.

After connecting the sensor da tpaceeds tr
add the weather datssa-service and accidewtataasa-service (that Alex had alread
used) as input in three algorithms, which have been configured to suit their need
specifically, the team schedules a braking detection algorithax@ateration detectio
algorithm and a road damage detection algorithm to run every 10 minutes. All th
configurations of specific pattern mining algorithms (namely AprioriAll
AprioriSome) that are by default provided by AEGIS, with someadase specific rules
applied, which have been defined based on their domain expertise. The team the
some of the visualisations that were initially created by Alex and extends them to
configurable interactive dashboards that highlight the migivbatterns and indica
specific locations and combinations of circumstances that are related to unsafe
behaviour.

Alex proceeds to further configure his personal instances of the dashboards accag
his needs and asks that every member aitlie does the same and freely run indivic
experiments, whilst keeping the MfAmas

After a week of experimentation, Alex and his team finalise the analysis that t
company was interested in and proceed to send them a link #®BGIS interactive
maps that show under which circumstances the drivers are not driving optimally.

However, Alex and his team have also identified another useful way to levera
sensor dataaftera month of experimenting with the visualisation of thad damagg
detection algorithm, performing also-tilme-field validation of results, the team realig
that it provides clear insights into parts of the road network that need repair.
analysis is so reliable they can even provide alerts when thlibeveanditions increas
the risk of accident above a certain threshold. Although this visualisation no longe
any driving data, Alex asks the taxi
finding. Since the company is already an AEGISiserconsumer, they happily agr
to act as a formal data provider as well for this specific service.

Through AEGIS, Alex and his team publish this visualisation in the form of a w
and a monthly repodndcreate an alert service where interestedigman subscrib
for road risk notifications. These are now available as AEGIS-afdsservice ang
visualisatiorasa-service and Alex is confident that the Municipality of Vienna, as
as the road construction companies will be interested in Usamg. t
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Benefits

1 Reduced time required for tedious th®eries manipulation processes (¢
reduction, replacement of values)

1 Higher level of automation in several parts of the business workflow, leadi
significantly reduced time to produce results

1 Availability of a wide variety of algorithms and easy experimentation
comparison of results

1 Provision of innovative services that reach a wider audience and monetisa

results
1 Access to a wide variety of useful data sources to rupshith imported dta (e.qg.
weat her, accidents, ¢&)

1 Easy provision of appealing wdiased reports from aggregated data for custon

Challenges

=

Seamless combination and usage as algorithm input of various diversseties

1 Connection of streaming data in a way that sujgpearious processing tasks to
applied in (almost) redime

1 Configurable visualisations and provision of visual analytics functionalities fo

Data

91 Terms of usage and licensing schemes for data and services coming from r
stakeholders
1 Combimation of time series data with other structured as well asstrantured dats

2.2.2.Scenario 2Data-enabled services fomeiched realtime navigation system

Actor

Software company creating navigation systems

Alternative Actors

Smart city planners

Actors interested in the outcome

Drivers, Car insurance companies, Municipalities, Traffic Police

Overview
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Definition and Project Methodology O AEGIS Consortium Pagel5 of 127



HORIZON 20201 732189- AEGIS D1.27 The AEGIS Methodology and High Level Usage Scenarios

A for-profit organisation uses various AEGIS datsa-service services to implement
enhanced navigation system for the citwanna thashows tréfic, accident statisticg
road accident risk indicators and events that may affect traffic.

Scenario

Elias is a senior developer in Aditechs a software company based in Austria, and
team has developed a lahdsed navigation system, which entetfeeimarket two year
ago and has managed to gain a market share about 10% so far. The team is n(
process of brainstorming for ways to become more competitive; howleser are man
established systems in the market and they cannot find a pngnaiay to differentiat
their core offering. Elias states that it would be interesting to extend the navi
system with additional layers of information, providing services on top of the
product. He suggests enriching the system with accidenamisétations and redéiime

alerts for events that could affect traffic. However, although all team members fi
ideas interesting, nobody is aware of a way to acquire the information required

first one. At the same time, the second one wouldire increased effort in terms

identifying possible input sources, retrieving and processing data and nobody in tt
has experience on natural language processing to do that. They bring their idez
management level to ask for time and resesito work on these new services, but t
are informed that the company has decided to reduce the effort devoted to the na
system and the team must come up with solutions that do not require signifibansa
development effort.

Elias proposeghat all team members search for existing solutions that cou
leveraged towards implementing the new services more easily and quickly
internally in the company and externally and report back their findings. Throug
process, one of his collgues comes across AEGIS and sends the link to Elias.

Elias opens the interactive map that shows the AEGIS services by region and né
to Austria. He discovers that AEGIS offers several -@staservice services wit
information about Austria. Morepscifically, he finds six that are extremely interesti

1. Weather service providing precipitation, clouds, pressure, temperature anc
measurements, which can be configured based on the desired granularity in t
location and time intervals

Crime ®rvice providing gedocated crime events based on open data

3. Car accident service providing gexxated car accidents with severity annotat
based on open data

4. Events service providing a configurable rgale stream of a widgariety of events
including riots, concerts, football matches etc.

5. Road damage indicator service, which providesIgeated indicators of possib
road damage. The service is provided by a research centre for environm
friendly cars based in Austria and is only available tfoe city of Vienna (ref
Scenario 1).

N
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6. Car accident service, similar to the third one, but provided by an internationg
insurance company which also operates in Austria, based on their internal da

The first four services are tagged as AEGIS offesjmghereas the other two g
proprietary services provided by other organisations. Elias reviews the servic
examines their expected output, the number of entities already using them
maintenance information, terms of use and price and belibegswill significantly
facilitate the development of the enriched navigation system. He brings them
manager who decides to use the four services provided by AEGIS and the one f
research centre regarding road damage since it is highly importarmation that they
could not acquire elsewhere. He proposes, however, to skip the last one fr
insurance company as the alternative offered by AEGIS is less expensive, sin
based on open data.

Elias and his team proceed to gain acces$isedive services which they can then ea
consume through the provided RESTful APIs. Since all services provide latitug
longitude for each entry, the team can very easily integrate them into their nav
system. The only addition required isdesign intuitive signs to represent each of
newly acquired pieces of information, e.g. road damage sign, large number of ac
in the area, large concert starting within the hour, etc. Furthermore, aside frg
original two ideas (accident rigstimations and event notifications), Elias and his t
are able to leverage the acquired services towards developing an additional ser
their navigation system, which they
map to avoid specific ggons for parking due to extreme weather conditions, high ¢
rates or local events like protestations, strikes etc.

In the end, the team releases the updated navigation system with various subs
modes, to let every driver decide which servicesniude in her system. The
navigation system is now the most inclusive navigator for the city of Vienna ar
responses from the local drivers are extremely positive, so the manager has alrea
them to examine the availability of AEGIS servidesother locations as well.

Benefits

1 Reduced irhouse development time and effort

1 Higher level of automation in several parts of the business workflow, leadi
significantly reduced time to produce results

Provision of innovative services

Easier acess to a variety of data sources

1 Discoverability of and easier collaboration with other companies

= =

Challenges

1 Level of localisation for the provided services
1 Public data sources can change suddenly in both structure and content with
notice
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1 Terms ofusage and licensing schemes for data and services coming from m
stakeholders

2.2.3.Scenario 3: DateDriven Monitoring and Alert Services for Impaired or High Risk Groups
Individuals

Actor

Social Care Service Provider

Alternative Actors

Hospitals,Doctors, Physicians, Rehabilitati@entres Formal Carers Organisation

Actors interested in the outcome

Insurance Companies, Hospitals, Doctors, Physicians, RehabiliGéntries Formal
Carers, Informal Carers, Impaired People

Overview

A social careservice provider is developing an infrastructure relying on domain sp
data (coming from individuals, own knowledge and external data sources) that wil
to serve impaired or under risk individuals with improved protection, recommen(
and naification offerings to avoid high risk situations.

Scenario

Amanda is the head data analyst of SaméHEarAll Inc, a privatepublic social care
service provider that is elmnded by the government and some private funds in org
provide health seiges to individuals and to other relevant organisations as well, &
both as an intermediary expert and service provider to primary and secondary
institutions and professionals, but also as an organisation that has direct interfa
individuds.

Amongst the key strategic SamelbB&orAll Inc goals, is the design and rollit of
specific health related services addressed to individuals that have certain dis€
conditions that classify them to high risk groups (like for example Alzheimkeant
condition patients, disabled people and pregnant women), to which also elderly
belong. The services offered to this group by the organisation vary from f
recommendation and notes that are issued towards the health care providensnti
or simplified guidelines and notifications issued to the general public via the press
and media channels. Those are mostly based on previous experience, and
Amandads daily tasks i1is to go t hr dto
agencies and related organisations (such as environmental agencies) and
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incidents above certain thresholds that are connected with past experiences. Or
an incident is identified, Amanda gathers her team and, after consultation, flaetos
of an incident i's determined. I f th
procedures for raising awareness are triggered, with announcements being
updates of protection guidelines being drafted and communication to the re
stakeholders being performed.

The identification of such incidents has been made lately more straightforward th;
the introduction of novel ICTs that are able to grasp data from external resq
whether these are of public and open nature, oaf@j\belonging to organisations w
which SameHd&ForAll Inc. collaborates and has access to notification and
subscription services. However, the organisation is still constrained to the provig
recommendations and services of generic nawingh although valuable, are not th
intelligent and their potential is limited by various constraints. The main constrai
those have to do with the inability to tackle needs which are way more complicat
highly dependent on the context of eastividual, as well as locality, as most d:
acquired refer to large (often natiande) geographical areas.

In the quest of finding ways to offer advanced services, which could be directed

other organisations, but also directly to high risk geoupdividuals, Amanda hag
forwarded a proposal to the board of directors to establish a strategic partnershi
AHeal t h2home20200 with specific hea

service providers and other organisations, who are alpi®tade the missing pieces

complete the envisaged services offering, by utilising their resources and infrast
to serve SameH#aForAll Inc. with data coming from individuals and from th
environment, as well as data coming from other knowmcal data sources that a
essential for conducting the analyses. Of course, apart from the willingne
organisations to share data and value, other issues have to be resolved, ranging
absence of infrastructure for analytics, to common dét@rsas and data confidentialif

During the latest discussions in a crFgsge ct o r meeting of
alliance, Amanda suggested to the partnership to base their operations on the ¢
of the AEGIS platform, as it promisesanysolutions hat solve most of the challeng
that have been identified.

Visiting the AEGIS platform, Amanda creates an organisation profile for the con
and then creates a project <called n
project. In the project, lManda invites some of her colleagues to have access to the¢
project, giving them full access to the data. At the same time, she also sends inv
to external coll aborators with speci
indicatingalso the expected data structures and schemas.

The other members of the fAHealth2hor
from the platform, join the project and are presented with the list of data that the
been asked to upload. At theisdosal are a number of tools that could anonymise, ¢
and transform data, in order to meet the expectations of Amanda. After specifyin
kind of data they will upload, specific dialogues guide them through the pr¢
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prompting them to take actiorfpossibly leveraging AEGIS tools) towards ensur
compliance with data privacy terms, in case the nature of the data to be uploaded

such requirement©nce they do this, they are presented with their data, while An]
is able to crossheck thathese data comply with the necessary requirements, and
transform them accordingly. This step is done multiple times, as some data are

uploaded only for experimentation purposes (e.g. some samples of datasets), wh
is also the optin to connect data to the platform through a project specific APl end

Having all the data in one place, Amanda is now able to invoke several an
choosing which data to combine as well as the algorithms to utilise. Those come
a predefinedalgorithms library, while it is also possible for Amanda to conduc
analysis using her own algorithms, which, however, requires an additional step il
to pass an approval process by the s
utilisation in AEGIS, following the request to include a new algorithm that has to tr
a consultation and testing process led by the AEGIS team. The overall results 4
presented in a dashboard that visualises the outputs of the analyses, where iatee
provided to any member of the project, while the results can be also exported in
formats. What is especially interesting for Amanda, is the option to export thg
through an API. This can come either from an external stimulus, such a&lg vade
from an external systlemForeAlildi hgc o n
triggers specified and enabled in the AEGIS platform, such as the updating of a
or the occurrence of an event.

At the moment, she has saved two analyses, wih ar e cal |l ed A
and ATemperatureRi skPlotso. The firs
as retrieved from IAQ sensors installed in premises, further correlated with H
devices operational status, IAQ data fromteexal weather stations and IA
constrains/regulations as defined by national and international begédthisationsThis
correlated analysis will further enable:

1) home automation services to trigger the appropriate control strategies on
devices towats addressing IAQ requirements
2) social care service providers to trigger notifications about IAQ conditions.

The second one is correlating positioning and health information gathered from wg¢
devices, location and weather conditions along with PulsialtdInformation Sources
towards the identification of

1) possible environmental conditions that pose risk for the health anebemet of
individuals (e.g. alert individuals suffering from COPD in case of increased hur
outdoors),

2) pattern irregularit which couldsignify cognitive deterioration (e.g. wandering
without any apparent reason),

3) physical wellbeing deterioration and frailty status (e.g. detection of falls or takir
individual more time to complete typical physical routines).
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In all those analyses, specific user groups are formed based on various aspects
their demographics, their conditions etc.

At the same time, all involved stakeholders of the alliance are also permitted to
their data publicly, setting specific licee requirements for reuse, and can also ex|
data and services already uploaded in the platform that will help them to further in
the value of their irhouse information. In the same manner, Amanda is also af
identify in the platform a sociahedia mining service that sends notifications base
specified keywords specified. After she accepts the license agreement shq
experimenting with it by asking the service to return alerts coming out of Twitter g
analysis regarding ice incides at the greater district of Cambridge. She also decid
utilise these notifications as a trigger to run again the analysis ¢
ATemperatureRi skPlotso that has been
also finds a free service abomeather conditions that offers more detailed informa
than the one she is currently using, and decides to replace this data stream in her

Having conducted the analyses, Amanda presents to the alliance the benefits of
and persuades them utilise the service at production level, as it fully covers the n
of the whole alliance, while it does not require high investments costs, or the pr
of a data analyst in each organisation. By doing this, Amanda is able to gather (¢
the patform to build the services she has envisaged based on the outcomes
analyses. These enable her organisation to develop application services th
personalised information and recommendations to stakeholders. These appl
utilise both tle data streams of the AEGIS analytics, as well as the intelligence ¢
out of them, to define specific rules and triggers for sending out information. At the
time, some of these services (depending on data nature and strategic value) pro
back to the AEGIS platform, ei ther
endpoints, or indirectly, as in the case of healthcare institutions who have stated t
prefer to first retrieve and review data and thenpimad selected parts of thamthe
platform.

At last, the services are deployed, and the organisation, together with all the valu
collaborators are able to offer added value services to theussrd, as well as to ea
other. Furthermore, new data and service exploitatiodels are introduced through t
platform, as essential information such as indoor conditions from sensors, as
activity tracking information of anonymised personas are offered online, and
interested stakeholders can experiment with themtlaed come to an agreement
their reuse with the data owners.

Benefits

Secure online collaboration in data collection and management
Improved offerings in services, data discovery and utilisation
Less investments in local IT infrastructure and experts
Decrease data analysis times

Data analysis complexity reduction

= =4 -4 -4
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High level of automation through API calls and analysis triggering methods
Availability of reports and visualisation for all stakeholders in the value chain
Integration with third party serves for analysed data export through APIs
Availability of a wide variety of algorithms

Monetisation/Value Generation potential through the exposure of own dat
service offerings

= =4 =4 -4 2

Challenges

1 Seamless combination and usage as algorithm input of vaiimrseltimeseries

Discovery of location specific data set, especially from external resources

1 Connection of streaming data in a way that supports various processing tash
applied in (almost) regime

1 Configurable visualisations and provision ofwal analytics functionalities for Bi
Data

=

2.2.4.Scenario 4: Personalised early warning system for asset protection and commercial
offering

Actor

Insurance Company

Alternative Actors

Actors interested in the outcome

Insurance Companynsurance Brokefégents Insurance Company Customer

Overview

The following scenario presents how AEGIS solution can be used in order to in
the quality of services an Insurance Company provides to its customers and t
image of the Company towards them. Amontjs key options to be used by t
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Insurance Company is the monitoring near real time of the potential impact of a
threat on its business and its client portfolio

Scenario

Sylvia is a data anal ASinsuancellifed h évihd masn
task to analyse emerging threats an
and subsequently to the insured asse
So far, Sylviads daily work relied

broadcasts tmote down potential risk situations, and using some simple risk detg
models she was able to identify emerging threats for clients. However, the mode
due to high data granularity, are only able to provide generalised assumptions ang
bedirectly related to the detailed needs of clients, while at the same time data prd
issues and the inability to update each client's contextual data hinder Sylvia 3
department from delving into more details for clients as to provide smarten@n
personalised services.

Sylvia has been using the AEGIS solution to monitor the potential impact that a 1
disaster can have on her comp@nsusiness. In particular, when a potential risk or th
is identified (e.g. a natural disaster likeaihl st orm or a fl oo
tasked to identify as soon as possible insured assets and customers that are p
affected, towards providing them with an efficigpgysonalise@ssistance service.

In order to perform this task, Sylviaas rolledout some event detection servic
available o0l bbdopABRBGI & 8ohution. Th
in order to gather data from publicly available sources, such as weather conditig
forecasts and web news as wellsagial media data. These services are able to,
identify a potential risk or threat and, second, to classify the type of risk. Morg
AEGIS services offethe options to associate a geo referred information to collg
data, while at the same taother historical datasets that have to do with past we
conditions, flooding incidents etc. are consulted to build a more factual forec
model that can better predict risk occurrence and impact. Furthermore, Sylvia h
found that other for@asting models are already available in the platform and pro
as services by third parties, concerning one specific region of interest, Lombardia
data acquisition by the usual open data sources is limited. Sylvia has already t
those modis over the platform, and to her surprise, she found out that one of
provides very accurate predictions. Therefore, she has agreed to its terms of us
is utilising this one for forecasting conditions in that specific region, and complg
the dher forecasts she has already selected.

By consuming these services, the company is now able to detect the risk as sq
occurs and to know exactly the place where it is occurring.
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Since companyd6s internal I n f oofliomannot df
shared with a public eoloud infrastructure, the company dedde use an encrypte
cloud space and data undergo spegfeprocessingrior to being uploaded to ensu
that sensitive information will not be compromised

Let 6s ¢he rcase oh evhich an intense hailstorm takes place in a sp
geographical area. By consuming the AEGISctoud services that Sylvia has alrea
set up, the company detects in (close to) real time the fact that a potential risk ca
insured assst It also identifies the kind of the risk (hailstorm) and the geographical

This information is combined by Sylvia with internal enterprise databases (
company:

0 The kind of risk identified by AEGIS services is combined with internal port
system in order to extract the contracts whose guarantees cover the identifieg

0 The geo referenced information contained in AEGIS data is combined wil

previous dataset to filter only the contracts associated with assets in the geog

area inerested by the hailstorm;

The previous dataset is combined with internal customer details in order to

customers that are potentially affected by the identified risk. To this, a sf

mobile App offered by the company is also used to retrievéatheet location o

individuals, and allow for better prediction of the customers affected

0 Final out puts are the |list of 1insu
and a list of customers potentially affected by the identified risk.

Both ligts are sent to the AEGIS advanced analytics suite and allow business (
monitor and forecast the potenti al [
same time, the company is able to evaluate the offering of fimsuwance contracts |
potentially affected customers, after conducting analyses that identify the risk exj
and threat level for each type of asset, and the optimum pricing strategy, taki
consideration the number of such contracts offered, the already accepted cantt
financial exposure of the company as well.

O«

The list of the customers is used to contact them and to provide an efficie
personake d assistance service. Thus, d
company can

0 Send the registry tthe Call Cente which will contact the customer
0 Contact directly the customer through the dedicated mobile app / chatbo
avoiding the Call Centre

By contacting customers as soon as possible, the company is now in a pos
improve its brand image and, if ressary, also can provide customers with the 1
appropriate indications. For example, in the case that the hailstorm daagages t o
vehicle, the company can immediately put him in contact with one of the assq
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bodyshops.
Benefits
1 Toprovidedbetter service to the company
1 Minimise reaction time before handling the risk
1 Offer value added services to customers
f Il mprove companyo6s i mage and brand
Challenges

1 Public data sources can change suddenly in both structure and content arith
notice

1 Risk type identification is not straigfdrward

Level of data and service localisation

1 Realtime requirements for data analysis (e.g. identification of potentially aff
insured assets and prompt notifications).

=

2.2.5.Scenario 50pen Innovatin platform for Data Experimentation and Service Offering

Actor

A data analyst

Alternative Actors

A consultant, a data engineer, a datalysis SME, a citizen, a student

Actors interested in the outcome

All actors using AEGIS

Overview

A data analysis using the AEGIS platform to experiment with data owned by hil
discovered on the platform, resulting in the generation of analyses, re
visualisations as well as data streams which he can then offer as a service thrq
AEGIS infrastructurdo any interested stakeholder.

Scenario
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Vicente is a data analyst that has recently completed his postgraduate studies
science and is working as an independent contractor/consultant in different firr
organisations. He is an open source @pen data enthusiast and highly believes in
data sharing economy, trying to contribute back to all communities he is engal
His business and research inteségstus on big data and data analytics technolog
He usually worksfrom home to delive various reports to the companies he
contracts with.

Growth of business seems to be in a good track, but Vicente is struggling w
increasing demand for data processing infrastructure he needs. It is not only hi
base that is growing, batso thevolume and variety adata itselfaregrowing as well.
For this reason, he has recently conducted an analysis of available solutions th|
meet his needs for both experimentation and production purposes, and at the |
he has concluded ththe AEGIS platform is in a position to cover his demakidsat
he finds especially interesting is that AEGIS inherently provides elevated supp
data analytics related to public and personal safety and security applications, s
has a rich cliet base interested in these topics.

Vicente has already created an account in AEGIS. Since he is going to use it n
for small scale experimentation (but also for storing his data and conducting larg
analyses) he has decided to select a PAY&B fhat takes into consideration the d
volume retained in the platform and the computing requirements for each ai
(CPU time and Memory). Currentlize has three different repositoriashis account
two that deal with data analytics services sieffering to two of his clients, and ol
he is using for experimentation purposes.

In the first two repositories, Vicente has set up a chain of services which cc
analyses at prescribed time intervals and deliver both data streams (via a dedich
and reports (through a dashboard, that is based on the default visualisation |
of fered by AEGI S) , whi c h anotalloving externa
entities to access them. During thegptof those repositories, Vicente has utidighe
standard analytics features offered by the platform, and has built a chain of alg(
where output of one analysis if being fed into another. He has also found ion
AEGIS platformsome datasets which are more detailed thea ones he has e, and
after a short experimentation with them in the third repository (see below), he d
that their inclusion in his business cassguite beneficial. The first one came for fre
while the second has a monthly basis usage license, which Vieaided to acquire
However, as the data delivered by that dataset comes only in .csv format with
unnecessary (for Vicente) data that increase the storage needs unnecessarily
combired some existing AEGIS servicasto one larger preprocesgirservicethat
cleans the data and transforms it into JS@iNentehasdecided to makhis new datd
manipulation service (i.e. chain of AEGIS services) available for free to everyb(
AEGIS (although initially he was thinking of putting a price ontatbalance the cosij
he pays for the data licenses).
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The third repository that Vicente h
to upload different datasets, retrieve data from APIs, utilise the services provic
AEGIS to combine, clean artdansform his own and other thighrty data source
which he discovers through the platform, and is also able to conduct small
experiments. The main objective of this is to constantly evaluate the offering
platform (in terms of data, servieeand algorithms) and port artefacts that si
beneficial to his Aproductiond repo
that allow him to replicate the attributes and environmental parameters |
Aproducti ono r e p oistdtheexperimentattom rdpositarys andath
try to integrate his ideas there, without compromising his running production ins

At the end of the day, Vicente is happy for having found a platform that saves hij
of time and of course cost forshjob. Although he understands that there exist g
limitations in the AEGIS platform due to its nature as a centrally offered PaaS, he
that the tradeff of customisation for improved ease of use is completely worth |
his own case.

Benefits

Utilisation of online resources on a PAYG scheme, loweriAgpiase investment
Improved reliability

Improved performance and scaling opportunities

Online collaboration in service delivery, data collection and management
Improved offerings in services, adiscovery and utilisation

Avalilability of a wide variety of algorithms

Monetisation/Value Generation potential through the exposure of own dai
service offerings

== =2 =4 -8 -4 -5 -9

Challenges

1 Fair usage policies and pricing strategy

Combination of existing methods@services

1 Combination and configuration of AEGIS services chains to form integiiase
authored data manipulation services

=a
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3. AEGIS METHODOLOGY AND MVP DEFINITION - (FIRST)

The approach followed during the creation of the Heytel AEGIS scenaois encouraged the
description of workflows as perceived and envisioned by the end users. Thus, the scenarios reveal
the reasons why wusers would consider adoptin
to cover and the steps they would expecgaothrough in order to achievhis, deliberately

Ai gnoringo any tifécalies asovell as im@igatonstredatecito dhta/dervice
availability and business strategyhe scenarios are the core input for the definibbrthe

pr o] ategtat@dmeihodology awdits MVP.

3.1.Feature Extraction from Scenarios

Each of the detailed scenario descriptions presented in sé&cfidras been abstracted to a
sequence of steps, each of which is related to a numberptiedrfeatures in order for the
described functionality to be provided by the AEGIS platform and tools.

Tagline of Scenario 1:
Explore new types of data and combine with data more effectively time-wise and effort-wise

User workflow perspective Implied features

Driving need:
Acquire new data (big data)

Simple data preprocessing e p Data upl(?ad ways, Availability of faasily applied
data manipulation methods for various data formats

—p Availability of easily applied visualisations, Availability of

Data visualization on maj . : S . .
P different visualization options depending on data

S Configurable visualisations, Easy transition between

71 1 £ .
Visual data exploration for patterns analysis and visualisation

Search for easily consumable data, explore available
Combine own data with other === data options, Automated support for selected
straightforward dataset combinations/integrations

Availability ofa data analysis algorithms library,

Select and apply algorithms for data analysis JEl 4 casily applicable to various data formats

Visualise data and results === Availability of different visualization options

Refine algorithms and visualisations == =P Availability of configurable algorithms

ke il mosiEsie i atiem S Means to publish analysis results and visualisations
as AEGIS services, Pricing and service access models

Figurel: Features extracted from Scenario 1

WP1i AEGIS Data Value Chain
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Tagline of Scenario 2:
Discover and consume data services and develop new ones more effectively time- and effort-wise

Implied features

User workflow perspective

Driving need: Have an idea for data-enabled
service that cannot be developed in-house

== s Availability of various data as-a-service offerings

Assess available ser s in terms of cost, Clear licenses & terms of usage, pricing models &
license and easiness in integration " = " P mefrics to evaluate available options, Service exploration
& limited experimentation prior to acquiring

Select services and request acce =« = - Intuitive service marketplace

S u « u i Availability of configurable services that provide data
Figure2: Features extracted from Scenario 2

Tagline of Scenario 3:
Set up an environment for easier data sharing and combined analysis applications

Implied features

User workflow perspective

Driving need: Want enhanced collaborations and
data sharing to improve my provided services

. p Ability to create multiple projects per account

levels
with different access levels and visibility options

Create a shared project for multiple ac
and invite collaborators
Availability of easily applied data manipulation
== p methods for various data formats, Data
anonymisation & uploading options
.y Availability of'a data analysis algorithms library,
easily applicable to various data formats

Gather and pre-process all required data

Select and apply algorithms

Request to use own algorithms e Extensibility of algorithms library, Service to
= request new algorithm integration

.y Availability of easily applied visualisations &
different visualisation options depending on data

Visualise results in dashboard

Export results as services . pMeans to publish analysis results and visualisations
as AEGIS services, Pricing & service access models

Identify additional external data-enabled se « o p Search for easily consumable data, explore
available data options,

Combine internal and + « p Auttomated support for selected data combinations/
ana integrations, Easily consumed data services
=« p Availability ofa data analysis algorithms library,

easily applicable to various data formats

Means to publish analysis results and
== visualisations as AEGIS services, ability to
configure triggers and schedulers

Figure 3: Features extracted from Scenario 3
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Tagline of Scenario 4:
Complement own data and services with external ones to improve offerings
User workflow perspective Implied features

Driving need: Need certain real-time services
that are not in my primary focus to develop

but are required to enhance my offerings

Intuitive service marketplace, Advanced search
> options per area. category, time granularity etc...

Availability of various configurable data as-a-service

offerings
Integrate services into own internal Availability of private encrypted cloud space,
workflow == ® Automated support for selected data combinations/

integrations, Easily consumed data services

Availability ofa data analysis algorithms library,
easily applicable to various data formats

e Means to export analysis results and visualisations,
Support for real-time notification services

Figure4: Features extracted from Scenario 4

Tagline of Scenario 5:
Use a configurable environment for experimentation with big data analysis and visualisations

User workflow perspective Implied features

Driving need: Need infrastructure and tools
to set up a big data experimentation space for

all personal and business usages

Create a PAYG account for multiple projects [ SE=SEER pricing models

Set up ac evels per projec - Ability to create multiple projects per account
with different access levels and visibility options

lore the provided data manipulation Availability of easily applied chainable data
R T R i e s i = * B manipulation & analytics methods for various data
store for easy usace formats, Ability to store service combinations as new
services for future usage

Publish own combo-services for others to use [l 3 Ability to publish own services as AEGIS services
available to others, Ability to monetise own services

Use private project for quick data and
algorithm experimentation and result g
comparison

Big Data experimentation playground, more flexible and
configurable for data- & tech-savvy users

Transfer settings and successful set-ups from

«=p Easily replicable services and configurations across
personal to business projects

projects

Means to publish analysis results and visualisations
=P a5 AEGIS services. Pricing and service access models

Figure5: Features extracted from Scenario 5
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Supplementary to the above functionalitidge tlescribed scenarios unvaii outlingl need for
discovering and consuming specific dataabled services through AEGI8dicative examples

of such services mentioned amgeather services, crime data services, event identification
services and social edia monitoring service&urthermore, in order to achieve the envisioned
level of automation in data processing methadsl especially the need for seamless data
combination identified in all scenarios, strong semantics need to be defined and applesd in t
background.

3.2.Integrated Features Diagram

Although, in order to allow otf-the-box and productive thinking, no restrictions were imposed

to ensure cohesion and compatibility of the scenarios in terms of common descriptions in the
workflows, the above atysis shows that the scenarios do hint to a large nhumber of shared
functionalities. It should be noted that the extracted features do not substitute the user stories and
detailed functional and technical requirements to be defined later in the projeti) barve as

input to these processes. In order to highlight the relations among the extracted features and
leverage them towards identifying the MVP, a grouping of the featamdsthe supported
processebythe AEGIS offeringss requiredFigure 6 presents an initial higkevel grouping of

the identified features based on whether they correspond to (a) the way projects and accounts in
AEGIS platformare configured, (b) the core big data processing functioeslitiat are rated

to processefom the Big Data Value Chaitkescribed in D1.And (c) the way produced results
(reports, visualisations, analytics, services etc.) are consumed.

WP1i AEGIS Data Value Chain
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Core Big Data Value Chain Processes Publish & Monetise

Ability to create multiple Availability of easily applied visualisations

projects per account with Availability of different visualisation options depending on data Means to publish analysis
different access levels and .(.?onﬁgurahlc vlsua]_lsatmns_ L results and vnsuallfatlons i
N . Easy transition between analysis and visualisation AEGIS services
visibility options : :
Automated support for selected dataset Means to export analysis
Availability of private combinations/integrations results and visualisations
encrypted cloud space Availability of a data analysis algorithms
library, easily applicable to various data formats Pricing and service access
Flexible pricing models Availability of configurable algorithms models
Availability of easily applied data manipulation
methods for various data formats Ability to publish own
Easily replicable services & Extensibility of algorithms library services as AEGIS
configurations across projects servncezt::l\::ls]able to

Data anonymization & Search for easily consumable data R .
uploading options Explore available data options Ability t:e:_:?:;nse own
Availability of various configurable data as-a-
service offerings Ability to configure

Clear licenses & terms of usage, pricing models & triggers and schedulers
metrics to evaluate available options
Service exploration & limited experimentation  Support for real-time
prior to acquiring notification services
Intuitive service marketplace

Advanced search options per area, category, time
granularity ete.

Availability of configurable services that provide
data through RESTful APIs
Easily consumed data services

Service to request new algorithm integration
Big Data experimentation playground, more flexible
and configurable for data- & tech-savvy users
Availability of easily applied chainable data
manipulation & analytics methods for various data
formats
Ability to store service combinations as new services
for future usage

Figure6: Grouping of scenarios' features

Since most oftte featires belong to the Core Big Data Valukaih processes, features in this
category have been further grouped (using cetmaling) based otineir more specifigoal The
four identified internal groups can be conceptually described as:

i Related to data an@sults visualisation

i Related to multsource and muHliormat configurable big data analysis
i Related to datasa-service discovery, exploration and acquiring
1

Related to more advanced experimentation and configuration of the provided by AEGIS
building blocks that address the needs of more-sslvy and dataavvy users

Obviously the above feature list is neither exhaustive nor, necessarily, accurate, but provides
important insights into the workflowthat drive the integrated AEGIS methodology for PSPS
innovation and, ultimately, the featurtest the MVP should support.
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